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1
Decision/action requested

SA3 is kindly requested to approve the proposed authentication and authorization for MBS session.
2
References

[1]
3GPP TR 33.850 Study on Security Aspects of Enhancements for 5G Multicast-Broadcast Services (MBS)
3
Rationale

It is concluded in TR 33.850 that for Key Issue #1: Authentication and authorization for multicast communication services:
· Solution #4 (Secondary based authentication and authorization) will form the basis for the authentication and authorization method for multicast PDU session and it is optional-to-use.
This contribution proposes to add the authentication and authorization for MBS based on secondary authentication to the Annex 33.501 on 5G MBS security. 
4
Detailed proposal

*********************** Start of Change 1***************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

…

[X]
3GPP TS 23.247: "Architectural enhancements for 5G multicast-broadcast services ".
*********************** End of Change 1*******************************

*********************** Start of Change 2*******************************
Annex X (normative):
Security for 5G MBS 

X.Y
General

This clause provides the security requirements and mechanism for 5G Multicast-Broadcast service (MBS).

The procedures and services for 5G MBS are specified in TS 23.247 [X]. 

X.Z
Authentication and authorization for 5G multicast service

The support for the optional-to-use authentication and authorization procedure for a 5G multicast session is specified in this clause. The procedure is similar to the secondary authentication in Clause 11.1.2 of the present specification. SMF shall perform the role of the EAP Authenticator.  
NOTE: Roaming is not supported for 5G MBS according to TS 23.247 [X].
The authentication and authorization procedure for 5G multicast service, i.e. step 3-10 in Figure X.Z.-1, is performed in the multicast join procedure defined in clause 7.2.1.3 in TS 23.247 [X]. 
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Figure X.Z-1: Authentication and authorization for multicast service
1. The UE initiates the multicast session join procedure defined in Clause 7.2.1.3 in TS 24.247 [X], i.e. the UE sends a PDU Session Modification Request, which contains join request and one or several MBS session ID(s). The MBS session ID identifies the multicast service the UE wants to join, and may either be a Temporary Mobile Group Identifier (TMGI) or a source specific IP multicast address.

The following step 2-9 is the authentication and authorization procedure for the MBS session. The differences from the secondary authentication are described.  
2.  Based on each received MBS session ID, the SMF determines if the authentication and authorization for the MBS service identified by the received MBS session ID is needed. If needed, the SMF shall perform the following step 3-9. 
3. The SMF shall initiate EAP Authentication to obtain authorization from the AAA server. 

4. The SMF shall send to the UE an EAP Request/Identity message and the MBS session ID.

5. The UE shall reply with the received MBS session ID and an EAP Response/Identity message containing the EAP ID corresponding to the multicast service identified by the received MBS session ID.
To avoid the additional round-trip in step 4 and 5, the EAP ID may be sent by the UE in step 1.

6. The SMF shall forward the MBS session ID and the EAP-Response/Identity message to the AAA server via the UPF. If there is no existing N4 session, before forwarding the message to the AAA server the SMF first selects a UPF and establishes an N4 Session with it.

7. The AAA server and the UE shall exchange EAP messages, as required by the EAP method.

8. After the successful completion of the authentication procedure, the AAA server shall send EAP Success message to the SMF. 

9. This completes the authentication and authorization procedure at the SMF. The SMF may save the successful authentication and authorization result for the MBS session ID or the SMF may update the result for the MBS session ID to the UDM.
If the authentication and authorization for the MBS session ID is successful, the SMF continues the multicast session join and session establishment procedure as described in Clause 7.2.1.3 in TS 23.247 [X]. 

*********************** End of Change 2*******************************
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